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Virtual Appliances
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Doug Iler

The unpredictable and rapidly growing volume of spam
e-mail can present a major management challenge in
enterprise environments. Deploying Symantec® virtual
antispam appliances on Dell™ PowerEdge™ servers can
help organizations cost-effectively scale e-mail filtering
capacity to meet the peaks and troughs of spam volume
while reducing management time and costs.
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Virtualizing antispam
technology
Some organizations using Symantec antifaction with appliance-based antispam
protection because the waves of spam do

nity to address the problem of effectively
operationalizing antispam technology,
leading Symantec to introduce a new
VMware® virtual appliance version of its
Mail Security 8300 antispam appliance. By
using a virtual appliance rather than a
dedicated hardware appliance, organiza-
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spam technology have reported dissatis-

Source: “The State of Spam,” by Symantec, February 2008, www.symantec.com/content/en/us/enterprise/media/security_response/
whitepapers/Symantec_Spam_Report_-_February_2008.pdf.

tions can add or subtract capacity as the
level of incoming spam increases or

Figure 1. E-mail messages identified as spam over a one-year period
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Creating flexible defenses
against spam
Antispam technology can be far more
effective when virtualized than when running in a dedicated appliance because it
can help overcome a major challenge for
enterprise administrators—efficiently
matching e-mail filtering capacity to spam
volume, and avoiding both blocked
inbound e-mail and potentially expensive
wasted capacity. Symantec virtual anti
spam appliances provide synchronized
antispam rules, filters, and other configuration data as well as clear summary
reports across the virtualized environment, features that can be essential to
realizing the advantages of virtualization.
Deploying these virtual appliances offers
a cost-effective, scalable way for enterprises to create flexible defenses against
the ever-growing volume of spam.
Mathew Lodge is a senior director of product marketing for the Symantec antispam
and e-mail archiving product set.

Figure 2. Symantec Mail Security 8300 virtual appliance dashboard
Doug Iler is a senior manager for enterprise
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DELL.COM/Virtualization, which features
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Using a virtual antispam appliance

the Symantec Mail Security 8300 series,

offers several other advantages as well.
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virtualization solutions at Dell.
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