Blade Servers

Secure, Unified Web
Application Delivery
with F5 BIG-IP and
Dell Blade Servers
The Dell™ PowerEdge™ M1000e modular blade enclosure
offers the power and flexibility to meet the most
demanding workloads. Dell and F5 Networks provide
a comprehensive delivery system for Web applications
designed for high performance and scalability as well as
tight security to help safeguard critical data.
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Figure 2. F5 BIG-IP Local Traffic Manager systems with Dell PowerEdge M1000e blade servers help provide a secure, highly scalable, highly available environment
2

For more information, visit www.pcisecuritystandards.org/tech.
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F5 solutions can help organizations in all
six DSS core areas and 10 out of 12 requirements. Most notably, requirement 6.6 in
the DSS specification explicitly states the
need for either an annual code review of
applications or a Web application firewall
to address security vulnerabilities in Web
applications—a key feature available as a
stand-alone appliance or product module
for F5 BIG-IP.

“Together, F5 Networks and Dell can

provide comprehensive solutions
to help make Web applications secure,
fast, and highly available for organizations of all sizes to help them maximize
return on investment.”

BIG-IP ASM systems are designed to
provide comprehensive protection for
Web applications and operational infra-

Flash, and active code. In addition, this

application optimization, protect the

structure. These systems use an auto-

adaptive learning and tuning engine can

application and the network, and deliver

adaptive

application

help significantly reduce the administra-

application reliability—all on one univer-

delivery security in which the security

tive overhead for managing policy defini-

sal platform. Together, F5 Networks and

policy is automatically updated based

tions. Organizations can deploy ASM as

Dell can provide comprehensive solutions

on observed traffic patterns. This simpli-

a stand-alone device or as a module on

to help make Web applications secure,

fied approach to configuration helps

an LTM system.

fast, and highly available for organiza-

approach

to

simplify implementation and mainte-

In addition to providing a highly

nance and reduce overall total cost

secure application firewall, ASM is also

of ownership.

designed for high performance. By taking

tions of all sizes to help them maximize
return on investment.

ASM also includes features beyond

advantage of the F5 Traffic Management

Scott Siragusa is the senior strategic part-

Web application security. As an underlying

OS (TMOS™) unified architecture, ASM can

ner manager on the Dell/F5 Partner Team

base, it provides Web application firewall

use compression, RAM caching, SSL

specializing in application delivery and

functionality such as protection against

offload, TCP optimizations, and other per-

security solutions. He has more than 9 years

cross-site scripting, buffer overflow, SQL

formance optimizations to help acceler-

of experience in marketing, solution archi-

or OS injection, cookie poisoning, forceful

ate firewall and application performance.

tecture, and business development with

browsing, and manipulation of invalidated

Basing a Web application delivery infra-

Dell and F5 Networks.

input, as well as content scrubbing and

structure on ASM and Dell PowerEdge

resource cloaking. By providing compre-

M1000e blade servers can help organiza-

Dan Kim is a product marketing manager

hensive

security

for

International

tions create a highly scalable, high-

for F5 Networks specializing in application

Organization for Standardization (ISO)

performance

delivery and security solutions. He has been

Open System Interconnection (OSI) model

simultaneously helping ensure security.

environment

while

Layer 2 (data link) through Layer 7 (appli-

the network and IT industry for almost

distributed denial-of-service (DDoS) attack

Creating a unified Web
application delivery
framework

protection, Layer 4 (transport) filtering,

F5 Networks is the global leader in appli-

and Layer 7 DoS attack protection to

cation delivery networking, and the

Layer 7 application security, ASM offers a

Dell PowerEdge M1000e modular blade

comprehensive approach to application

enclosure provides a highly redundant,

delivery security.

highly energy-efficient server chassis

cation), ASM offers a holistic approach to
application delivery security. From robust

with F5 Networks for over 7 years and in

The latest ASM version introduces a

while enabling maximum flexibility and

host of advanced security features such

modularity. By adding intelligence and

as XML firewall, FTP security, evasion

manageability into the network to offload

attack protection, and active code pro-

applications, F5 BIG-IP systems help opti-

tection. The new Real Traffic Policy

mize applications and allow them to work

Builder™ engine provides security heuris-

faster and consume fewer resources than

tics to not only inspect bidirectional traf-

they would otherwise. The F5 extensible

fic in real time, but also parse JavaScript,

architecture helps intelligently integrate

Reprinted from Dell Power Solutions, May 2008. Copyright © 2008 Dell Inc. All rights reserved.

10 years.
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